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TECHNOLOGY FOR THE
GROWING BUSINESS

NOTEWORTHY TECHNOLOGY

SMALL BUSINESS SERVER

Alot of extras for only $650

It’s a little-known secret that you can get the best

of Microsoft’s server software - including Exchange
for messaging and collaboration - in a “small
business” version with very few limitations. We have
a special including the hardware, software, and 5
user license for $650. Call us for details.

CABLEVISION BOOST

For fast Internet, forget Ma Bell

Cablevision is increasing its top speed from 10 to
50 megabits downstream, and from 1 to 2 megabits
upstream. If you're still using a T1 circuit (only 1.5
megabits each way), make the switch and save your
business thousands.

GUERRILLA NEWS

REMOTE SUPPORT
ANYTIME, ANYWHERE

At work, at home, or even on
vacation, we'll keep you and your
employees up and running.

We've expanded our remote support offering with
technology from 3AM Labs. We can now support
you and your employees on any PC with a network
connection, regardless of where you are.
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If you think your wireless network is secure because it is encrypted,
think again. New tools may be able to crack it in 10 minutes.

wireless network in your ofyce allows
you the freedom to bring your laptop any-
where, even out to the patio during lunch.
It will also save you some wiring head-
aches. But it may not be as secure as your
resident computer expert has led you to believe.

Your wireless network is probably encrypted
with a system called AWEP,0 which requires the
user to have a key/password to get on the network.
The good news is that WEP is enough to keep a
random visitor from accessing your network. The
bad news is that anyone determined to get on your
network would have a very easy time of it.

Remember the old Masterlock combination
locks you used to be able to pick as a kid? Well,
WEP is just as easy to the tech set. All it takes is
some easily found instructions and tools on the
web and about 10 minutes time for the intruder
to have free reign of your network. Once on, they
can listen in on all your wireless devices, capture
passwords, monitor instant messenger conversa-
tions, and even watch the sites your employees are
browsing. Having this access doesndt magically
open up all your data on your server, but if thereds
something on your network that isnét as secure as
itshould be, theydll likely gain access to it.

fiFine,0 you think. filoll just keep an eye out for
suspicious laptop-toting strangers in my parking
lot.0 Not so fast. A wireless signal can go much
farther than you think. Some kids at a hacker
convention established a link from Las Vegas to
St. George Utah (125 miles!) using off-the-shelf
wireless hardware. Now, they did have the beneyt
of hooking this hardware up to 12-foot satellite
dishes, but smaller $50 versions will get the job
done from up to a mile away.

They may also know you are there without
casing the joint. More than 44,000 electronic
interlopers drive around towns with their GPS-
equipped laptops, detecting wireless networks as
they go. They upload the names and locations that
they encounter to a web site, www.wigle.net. Pay
it a visit. Youdll ynd over 4 million access points

CONTACT US NOW FOR A WIRELESS SECURITY CONSULTATION 888.999.1139

listed from across the world. Enter your address,
and you may even see your own. Armed with data
from this site, an intruder can cherry-pick an at-
tractive target, especially as most companies use
their own name as part of their wireless network
ID.

While you canit protect your network from
being logged in a database, you can make it a very
unattractive target. Change the security on your
wireless router from WEP to a newer security pro-
tocol called Wi-Fi Protected Access, or iWPA.0
Ités far more secure than its older brother, with no
known exploit. If your wireless network hardware
is fairly recent, it will support it.

Granted, youtll probably never be the target
of corporate espionage, or even the ire of a brilliant
but troublemaking teen. But the yxes we describe
would take under an hour, and provide important
protection from any lurking threats. If youdd like
to learn more, feel free to give us a call.

HOW TO PROTECT YOURSELF

@ Use WPA or WPA2 instead of WEP. It’s
a fairly new standard, so not all your
equipment may have this capability.
Don’t forget about wireless appliances
like cameras or print servers; these are
the most likely to be missing this feature.
Upgrade or eliminate the use of any
wireless devices that aren’t compatible, as
you cannot mix the two technologies.

@ Choose a “strong” encryption key. Hackers
can still crack WPA. If your key is composed
of words, it could be compromised. Use a
completely random set of characters.

@ Consider per-user authentication.
Although not essential, requiring password
authentication to the network will help
prevent access from stolen equipment.






